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01. SERIMA as a Global
Cybersecurity-Platform




01. A Global Cybersecurity-Platform (@) SERIMA " service NISS

<@> SERIMA*' The national cybersecurity platform
Securi ty Risk Management Of Luxembourg for NIS 2

The SERIMA platform is the result of a
collaborative development effort between
Luxembourg & Belgium.
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(@ SERIMA -

Security Risk Management

INSTITUT
LUXEMBOURGEOIS
DE REGULATION

is a joint development effort between:

The Luxembourg House of Cybersecurity and its
National Cybersecurity Competence Center

The Belgian Institute for Postal Services and
Telecommunications

The Luxembourgish Institute for Regulation




01. A Global Cybersecurity-Platform

©®

SERIMA*

Security Risk Management

e

/
T

™.

(§) SERIMA?

FACILITATOR
Simplifies administrative tasks

GLOBAL
Operators and regulators

PARTNER
Supports skills development

REFERENCE
Reliable and verified source

Service NISS
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b

OPEN SOURCE e COLLABORATIVE
Transparent, independent, Created and improved by a
and cost-effective dedicated community

e COMMITMENT 0 CONFIGURABLE

Sustaining and growing the Tailored workflows for evolving
solution together administrative requirements




01. A Global Cybersecurity-Platform

6 Key Functional Principles

o)
||| SYSTEM
ADAPTABILITY
Modeling workflows, deadlines,

and standards for specific

requirements.
o)

||| COLLABORATIVE
EXCHANGE
Structured bidirectional
communication and integrated
feedback loops

Gio
||| ADMINISTRATIVE
SIMPLIFICATION
Centralized with guided processes
to streamline administrative

workflows

oo
||| REPORTING &
DOCUMENTATION
Generating standardized reports
and audit logs

(§) SERIMA™ Service NISS

one

|| CENTRALIZED
OVERSIGHT

Track deliverables, submission

statuses, and multi-year data
comparability

one

|| MULTILINGUAL

Interface and helpdesk in
English, French and German
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(@ SERIMA -

Security Risk Management

IS not a regulatory constraint,
but a tool for administrative simplification

—> SERIMA is a strategic enabler for
informed governance
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(@ SERIMALU @} Settings ® Username v B Contact  EN ~

[ o

INCIDENT SECURITY REPORT
NOTIFICATION OBIJECTIVES GENERATION

[——— —_— [

Report cybersecurity incidents to A self-assessment module to fulfill Generate annual reports from the

the competent authority security objectives evaluation and security objectives and risk analysis
provide evidences for security towards informed governance.
measures in place

Go to dashboard Go to dashboard Go to dashboard

Version :
0513 +reporting

ILR

Terms of service Privacy policy A platform offered by ilrlu Cookies policy Accessibility statement
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02. Incident Notification
Module
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Module Features

(@) SERIMALU Incident notification ~

2 INCIDENT NOTIFICATION My reported incidents  Export

Centralized Repository

Overview of reported incidents ] (e

Last Creation Operator

Status S
update ¥ date Acronym

Operator Name Regulation Reference Report Actions

D

v
D O D G u i d ed WO rkﬂ ow - 07/05/26  07/05/26 01 tes 1. Health sector
/I\ u = ®1226 ®1016 ST L Health

Electronic

p communication sector
07/05/26 07/05/26

®1024  ©1022

Cﬁ Configurable Module

05/05/26  05/05/26
®e48  Or648

R
I

Simplified Compliance




02. Incident Notification Module (§) SERIMA™ Service NISS

Module Features

(@) SERIMALU Incident notification - gs ® Username ~ B9 Contact EN ~

@ INCIDENT NOTIFICATION Overview My reported incidents
Centralized Repository

Report an incident

Fields marked with an asterisk (*) are mandatory.

o Incident Timeline

Guided Workflow

Select the incident time zone

Europe/Luxembourg
CD—E Configurable Module

Incident notification date

2026-05-08 1528

Date format yyyy-mm-dd hhimm
Incident detection date

— Simplified Compliance e ——

Date format yyyy-mm-dd hhimm




02. Incident Notification Module

Module Features

Centralized Repository

Guided Workflow

Configurable Module

- :Z Simplified Compliance

(@ SERIMA™

curity Risk Mana: t

Service NISS

(@ SERIMA

@ Settings @ Username ~ B3 Contact EN ~
Overview My reported incidents

=2

[/ INCIDENT NOTIFICATION

Report an incident

Fields marked with an asterisk (*) are mandatory.
o Contact o Legal bases

Regulations *

A platferm developed by r'@ ey

ILR

Terms of service Privacy policy A platform offered by ilr.lu

Cookies policy Accessibility statement.




02. Incident Notification Module

Module Features

Centralized Repository

¢

Guided Workflow

@ Configurable Module

Simplified Compliance

(@J SERIMAM  incident notification -

INCIDENT NOTIFICATION

Report an incident

o Incident Tmeline

Ssloct the incldent tme fore

kel nestifbzathen date

Inchisnt detection date

(§) SERIMA™

o

Service NISS

@

Cwenview My neported inckdents




02. Incident Notification Module

©)s

In_cident Notification Workflow - NIS 2

EARLY WARNING

OFFICIAL INCIDENT
NOTIFICATION

OFFICIAL INCIDENT
NOTIFICATION

FINAL REPORT

(@ SER'MALU Incident notification ~

(. INCIDENT NOTIFICATION

Overview of reported incidents

ERIMA ™

rity Risk Manager

Service NISS

{@} Settings @ Username ~ B4Co

My reported incidents  Export

Legend

Last

update ¥

Operator

Operator Name Regulation
Acronym

Reference

08/05/26
1528

Institut
08/05/26

i Luxembourgeois de

Régulation

Digital Infrastructure

n.  Sector

- Digital Infrastructure

08/05/26
®1528

08/05/26
O1527

08/05/26
®15:26
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03. Security Objectives
Module
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Module Features

<@ SERIMALU Security Objectives ~

@ SECURITY OBJECTIVES

Centralized Repository

Dashboard ] (=)

Last Submission Evaluation
& Identifier Compan, Sectors Progress Actions
update date Framework i °9

¢

z Drinking water
24/04/26  24/04/26 WTOP_NIS ENISA NIS ENISA SO -

H @118 @18 _Wat_DWa_0011_2026  detailled Siehor ooumm» (20 E E W
Iterative Workflow

24/04/26  24/04/26 WTOP_NIS ENISA NIS ENISA SO Drinking water

@455 1453 Wat_DWa_0010.2026  detailled Seciol oo (2 (FE @ W

- Drinking water

Drinking water
P sector = . 0
vb_; Configu ra ble M Od U|e @us2 1450 Wat_DWa_0009.2026 detailled .D”‘nkmgwmw o = (0 E 8 W

24/04/26  24/04/26 WTOP_NIS ENISA NIS ENISA SO Drinking water

= (@
@28 ©125 Wat_DWa_0008.2026 detailled sector oo (U E 8 W

- Drinking water

(.\ 24/04/26  24/04/26 WTOP_NIS ENISA NIS ENISA SO

Digital
B = . 24/04/26  24/04/26 WTOP_NIS ENISA NIS ENISA SO ’""‘:’"“""" = (o
0= Cyber Matu rlty Assessment @427 ©W25 _DIn_DIn_0000.2025  detailled T;g::l oo (2 (F @ @ i

Infrastructure
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Module Features

E:@ Centralized Repository

(@ SERIMALU Security Objectives ~ @ Settings ® Username ~ B2 Contact EN ~

@ SECU RITY OBJECTIVES Dashboard Import

Submission date  24/04/26 (D 1516 Company WaterOperator Drinking water sector E. Passed
Last update 24/04/26 © 1519 @ Evaluation NIS ENISA SO detailled - Drinking water

Framework

00000000000000000000000000000 <~

Iterative Workflow

NIS_D_SOO0T1: Information security policy

Establish and maintain an appropriate information security policy

Maturity . N Measure . .
Security Measure Evidence Justification
Level Implemented?

0 No information security policy
available

a) Set a high level security policy i. Documented security policy, =
addressing the security of including networks and services Justification
networks and services. in scope, critical assets ( required

supporting ther, and the
security objectives.

— Cyber Maturity Assessment R ——
= : d required

rb_a Configurable Module

the security policy. ii. Key personnel are aware of the
security policy and its objectives
(interview)




urity Risk Managem

03. Security Objectives Module (i§) SERIMA™ Service NISS

Module Features

. . Import Security Objectives Statement
E@ Centralized Repository i : &

Import file *

Choose File  No file chosen

D(.g 6 I l i WO| |(|| Sectors *
/]\ u

Nothing selected

Evaluation Framework *

NIS ENISA SO detailled V2

Year *

Configurable Module

Cyber Maturity Assessment




03. Security Objectives Module

Module Features

()

¢

Centralized Repository

Iterative Workflow

Configurable Module

Cyber Maturity Assessment

<@ SERIMALU Security Objectives ~

@ SECURITY OBJECTIVES

Dashboard

Last
update ¥

Submission
date

Identifier

Evaluation
Framework

(@ SERIMA™

Company

curity Risk Manag

Service NISS

) @)

Sectors

Progress  © Actions

24/04/26
@519

24/04/26
®1516

WTOP_NIS ENISA
~Wat_DWa_001_2026

NIS ENISA SO
detailled

Drinking water
sector
- Drinking water

oo < (2@ @ W

24/04/26
©14:55

24/04/26
©14:53

WTOP_NIS ENISA
Wat_DWa_0010_2026

NIS ENISA SO
detailled

Drinking water
sector
- Drinking water

coums & (2088 W

24/04/26
®14:52

24/04/26
©14:50

WTOP_NIS ENISA
Wat_DWa_0009.2026

NIS ENISA SO
detailled

Drinking water
sector
- Drinking water

coam S EE W

24/04/26
®14:28

24/04/26
©14:25

WTOP_NIS ENISA
Wat_DWa_0008_2026

NIS ENISA SO
detailled

Drinking water
sector
- Drinking water

(2P a8 T

24/04/26
©1427

24/04/26
®14:25

WTOP_NIS ENISA
_DIn_DIn_0000_2025

NIS ENISA SO
detailled

Digital
Infrastructure
Sector
- Digital
Infrastructure

" (CZ 8 & 1
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Security Objectives Workflow - NIS 2 @ @

(@ SERIMALU Security Objectives ~

Evidence-Based Maturity
Assessment @ SECURITY OBJECTIVES

Submission date  24/04/26 © 1576 Compan; WaterOperator Drinking water sector
e e oot 9 (® [ Passed | [EEEES
Last update 24/04/26 © 1519 & Evaluation NIS ENISA SO detailled - Drinking water

Framework

20007 R U LU T 00000000000000000000000000000 « -k

NIS_D_SOO01: Information security policy

Establish and maintain an appropriate information security policy

Maturity Measure

G ive & rece ive fee d ba C k il Security Measure Evidence iinplamentads Justification

0 No information security policy
available

a) Set a high level security policy ~ i. Documented security policy,
addressing the security of including networks and services

Benchmark, Decide, Repeat Rt et B s

security objectives

b) Make key personnel aware of

the security policy. ii. Key personnel are aware of the
security policy and its objectives required
(interview)

Justification
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04. Development
Roadmap & Outlook




04. Development Roadmap & Outlook

Incident notification

Report incidents to the
competent authority

Available

Risk assessment*

Perform a risk assessment to
identify and protect your most

Security objectives

Assess your maturity level and
identify areas of improvement

(&) SERIMA“

Entity Self-
Registration**

Self-register your entity if you
fall under NIS2

BETA Testing

Report Generation

Generate annual reports and
receive feedback

valuable assets

Available

* Based on the MONARC (asset based) technology

BETA Testing

** Self-Registration is currently possible through a separate online form in LU

4 )

C-level
Approval Report

Approve your security measures
as management body

Development

Service NISS
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<D

Development for several other modules has already
started:

« High-Level Risk Assessment (Scenario-Based)
e Action Plan

« Dependencies
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(O 8

Feedback from Feedback from
regulators operators

Regulatory
development

Continuous development of SERIMA




Key Takeaways (§) SERIMA™ Service NISS

SIMPLE

I

LU
FLEXIBLE <+—— (@) SSEtRRl!:IAA . — CENTRALIZED

|

GLOBAL

Leveraging administrative simplification
to enable
informed governance.
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?

Questions e

Join the SERIMA community!
= serima@ilr.lu




(@ SERIMA**

17, rue du Fossé T.:+352 28 228 228
Adresse postale F.:+352 28 228 229
L-2922 Luxembourg info@ilr.lu

bipt (& ®
r nc3.lu =
54;;‘1‘|:;\'v:3\fvt?vrr-:‘rw irity ) ] i INSTITUT LUXEMBOQURGECQCIS
C tence ter Belgian Institute for Pasta! Services

LUXEMBOURG e DE REGULATION
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